Recommendations for DNS
Privacy Service Operators
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Brief history of DNS Privacy

DE (] Event
1987 DNS is born - protocol is clear text

Aug 2015 REC7626: DNS Privacy Considerations

May 2016 REC7858: DNS-over-TLS (DOT?)

Feb 2017 REC8094: DNS-over-DTLS (Exp, no imp to date)
Sep 2017 IETF DOH (DNS-over-HTTP) WG created

Mar 2018 REC8310: Authentication for DNS-over-(D)TLS

Google have experimental DOH
APr2018 1 5OH draft in WGCL



https://datatracker.ietf.org/doc/rfc7626/
https://tools.ietf.org/html/rfc7858
https://datatracker.ietf.org/doc/rfc8094/
https://datatracker.ietf.org/doc/draft-ietf-dprive-dtls-and-tls-profiles/
https://datatracker.ietf.org/doc/draft-ietf-doh-dns-over-https

Overview

- Document is a work in progress - currently an IETF Internet Draft
- |-D: draft-dickinson-bcp-op-00

- Document Goals:

1. Operational, policy and security considerations for DNS
y services



https://datatracker.ietf.org/doc/draft-dickinson-bcp-op/
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Status

 First draft, lots of TODOs

. ubmitted to IETF for initial review, presented at [ETF 101 in

arch, lots of feedback there, support to work on it there



https://play.conf.meetecho.com/Playout/?session=IETF101-DPRIVE-20180321-1330
https://play.conf.meetecho.com/Playout/?session=IETF101-DPRIVE-20180321-1330
https://datatracker.ietf.org/meeting/101/materials/minutes-101-dprive-00.txt

T'his presentation

e Quick overview of document content




Document overview

e Firstly, some definitions

* QOperational guidance (features, capabilities




Definitions

* Privacy-enabling DNS server. = From RFC831

A DNS server that implements DOT....

e Server that can be authenticated using either a PKIX Cert
or SPKI pinset.




Operational Guidance

GOALS: Reduce user tracking and
leaks In upstream queries

e Server capabilities to maximise DNS privacy:

« SHOULD: QNAME min, not require TLS Session
Resumption, no EDNS Client subnet, etc.

* MAY: Port 443, Root zone on loopback,
Aggressive Use of DNSSEC-Validated Cache, etc.

 Client query obfuscation - mix with generated traffic
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* Automate the generation and publication of

Certificate management
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RECOMMEND:

e (Choose a short, memorable authentication name



Operational management

* Limitations of using a pure TLS proxy
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Data Handling

 Logging and Monitoring (minimise and/or anonymise

e Data retention (minimise and/or anonymise




Psuedo-anonymisation and
de-identification methods
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* ipcipher for psuedo-anonymisation
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 Bloom fliters for monitoring




DNS Privacy Policy + Practice Statement
DP-PPS

* Policy:

e Specifty data collection & retention, sharing,
exceptions, third-party affiliations, data correlation

* Practice:
 Temp or perm deviations from policy
 What capabilities are provided on address/ports
e Filtering, EDNS(0O) Client subnet usage
 Authentication credentials
e (Contact & support
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DNS Privacy Policy + Practice Statement




Feedback & Open Questions

 Generality:

 Many of the recommendations are applicable for any DNS service
not limited to DNS Privacy)

 In particular, data handling in the light of GDPR

n adoption now or in the




Thank you!



http://dnsprivacy.org

