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The RPKI Validator Born 
Again

Three Is the Magic 
Number
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So what is this RPKI Validator Thing?
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• Resource Public Key Infrastructure 
- Ties IP addresses and ASNs to public keys 

- Follows the hierarchy of the registry 

• Authorised statements from resource holders 
- ASN X is authorised to announce my IP Prefix Y 

- Signed, holder of Y 

- Similar to ROUTE(6) objects, different authorisation and 
validation model
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So what is this RPKI Validator Thing?

RPKI 
repos

validator

AS65003

static router 

config

scripts

RPKI to Router Protocol

apirsync or 
delta protocol 
(~15 minutes)
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• Router connects to validator 
- Supported by many vendors 

• Example pseudo-config 
- Dropping invalids as per RFC 7115

match rpki valid
  set local preference 100
match rpki not-found
  set local preference 50
match rpki invalid
  reject

• Enables validation of full table, not just 
customers

Dynamic router config RPKI
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Why did we need a number three?

• Validator 2.24 is used in production, but.. 
- Everything is kept in memory (seen RPKI uptake) 

- Scala code was getting old and hard to maintain 

- Package has to be maintained manually 

- Missing incremental updates on rpki-rtr 

- No support for internationalisation (JPNIC forked) 

• Proposed to create v3 at RIPE 72 
https://ripe72.ripe.net/archives/video/190/
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Design Goals Validator 3

• Stability 

• Maintainability 

• Redundancy 

• Memory footprint 

• Deployment and updates
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Implementation of Validator 3
• Java 

- The language you all love to hate.. 

- Leverages expertise of RIPE NCC staff 

- Builds on the well tested rpki-commons library 

- Genetic diversity 

• Rcynic 
- Python and OpenSSL 

• RPSTIR 
- C
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Open Source, of course!

• BSD License 

• Release Candidate available now! 
- RPM (tested on Centos7) 

- Docker container 

- Generic build 

➡https://github.com/RIPE-NCC/rpki-validator-3
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https://github.com/RIPE-NCC/rpki-validator-3
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Feedback needed

• GitHub Wiki for documentation and examples 

• Please try it out 
- Create issues! 

- Stability over features.. 

- Help us with the documentation and examples 

- Also let us know if things work well :) 

➡ Production release planned 4 June 2018
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You can run N (N ≥ 0) rtr server instances

RPKI 
repos

validator

AS65003

static router 

config

scripts
apirsync or 

delta protocol 
(~15 minutes)

rtr 
server

rtr 
server
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Features
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Questions
certification@ripe.net 

https://github.com/RIPE-NCC/rpki-validator-3


