
Why are we still seeing 
DDOS traffic ??
We can fix most of this … 
right ??



Short intro 

• A2B Internet is a Dutch network provider.
• Providing datacenter connectivity (transit) and internet access on fiber. 

• We created a rating system for ISP Networks to see if we can predict from 
whom we are getting DDOS traffic.. the Naughty Rating. 
• See RIPE72 archive presentation :  https://ripe72.ripe.net/archives/video/116/

• We rebuild the backend for it, it now has an API. 
• And yes you can request a user-id if you like to get access to it. 

https://ripe72.ripe.net/archives/video/116/


Intro

• Amplification DDOS attacks are still an issue these days..  
• NTP, DNS, SSDP, Chargen, SNMP, Memcached etc etc.  

• The same networks are still the largest DDOS traffic originators as 4 
years ago … 

• DDOS stresser sites are still present. But as facilitators, they may not 
the real issue ... Hunting them is just “whack a mole” .. 



Some applications are worse than others

Source:  https://www.us-cert.gov/ncas/alerts/TA14-017A

https://www.us-cert.gov/ncas/alerts/TA14-017A


We are our own biggest issue …



So what are we doing here ?



Top Naughty Rating based on EPF 2017 
attendees

asn naughty_rating ips

31500 73.02023655 9216

20764 42.56748968 13568

50324 37.04549632 8704

27796 21.37901563 12800

63949 19.51937611 506624

47232 17.37853516 20480

38001 14.80267094 29952

12714 13.75894502 1387264

31287 13.63963995 29440

29208 13.18456215 263424

Number 10 is the first network actually to be a regular RIPE meeting visitor … looking on last 8 RIPE meetings



Some of ‘us’ are more “Naughty” than 
others..



Weird results in Sflow vs API or counts …
Some peers / networks are mostly 
doing transit .. And their customers 
are probably more naughty than 
you initially expect … 

That is the difference between AS 
number checks vs AS-Set … 



So, are you afraid yet of … 

• your own paying (unhappy) customers ? 

• or

• Are you waiting to fix your shizzle, until they are using the attack 
capability in your own network against yourself ? … 



Or do you have shares in … 

• Other companies that will keep your customer safe … 

• Companies like Akamai, Prolexic, Incapsula and similar …. 

• Or do you like paying for useless capacity ? 



Time for action from you …

• Administrate all your IP’s and customers in an IPAM .. 

• Like nipap or Digital Ocean’s Netbox (Both open source)

• Use a single source for your IP’s and customers email addresses.

• Several solutions possible to link your customer debit number to your IPAM 

and have a contact mail address.  This isn’t hard to fix ..

• And then … 



Automate your abuse-feeds !!

• Install abuse.io Abuse Management software (Also open-source !!) 

• Get your feeds about your network … 

• https://abuse.io/download/

• Link it to your IPAM and your abuse-mailbox.

https://abuse.io/download/


See it then process feeds from ….
• Shadowserver.org
• Clean-mx.de
• Spamcop
• Spamexperts
• WebIron
• Google Safe Browsing
• Any RFC compliant ARF formatted msg.
• Any RFC compliant FBL Messages (Feedback Loop)
• Any DNS based RBL
• Netcraft
• Project Honeypot

• And many more !! And more to come … 



What is the result ? 

• Happy customers …

• Happy managers …

• Happy peers  … 

• Everybody wins …



Questions ?


