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Key concepts published through IEEE: S. Ziegler et L. Ladid, « Towards a Global IPv6 Addressing Model for the Internet of Things », in 2016
30th International Conference on Advanced Information Networking and Applications Workshops (WAINA) (2016) p. 622-627, DOI:
10.1109/WAINA.2016.178



IPv6 at a Crossroad
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https://www.google.com/intl/en/ipv6/statistics.html



Why a Recommendation?

Ease global adoption and deployment of IPv6
by end-users

Prevent an IPv6 digital divide

Anticipate loT expansion
(>50 Bio connected devices)

Provide a practical and customizable reference model
Ease security management through bit-based filtering

Ease the interconnection and/or federation
of multiple loT networks and testbeds



Considered Requirements

e Clarity & Manageability
 Scalability & Evolution
* Transition from IPv4 to IPv6

* Enable simple and consistent filtering
rules for security policies



Focus on the
IPv6 Subnet Addressing Plan

n bits 64-n bits 64 bits
Global Routing Prefix Subnet ID Interface ID (or Host ID)
A J J
Y Y Y
RIRs End-user Device
domain
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/48 Subnet Structure

n bits 64-n bits 64 bits
Global Routing Prefix Subnet ID Interface ID (or Host ID)
A B C D
Dual IPv6 - IPv4 0 Category Subnet 0
Pure IPv6 Prefix Category Subnet Subnet
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Reserved for
flexibility

/48 Subnet Structure

IPv6 IPv4 IPv6
Allocation A B C D octet Nb A B C D Nb
o|l0|0Of|O 0-15 oOf| 0 |Of|O-f| 16X
DMZ 32
o|1]|of| O 16-31 of| 1 |0o-f|0-f]| 8192
Internal 0|2|0f| O 32-47 32 oOf| 2 |Of|O-f| 16X
Servers 0|3 |0of|O 48 - 63 of| 3 |0o-f|0O-f| 8192
o4 |0f| O 64-79 o-f| 4 |0-f|0O-f
Regular LAN 0| 5]|0f| 0 80-95 64 Of| 5 |0f|Of| 16x
0|6 |0f]| 0| 96-111 O-f| 6 |O-f|O-f|16'384
0|7 |0f| 0 |112-127 o-f| 7 |0-f|O-f
IoT & 0|8 |0f| O |128-143 o-f| 8 |0-f|O-f
Building 0|9 |0f| O |144-159 64 of| 9 |Of|O-f| 16x
h 0O|a|Of| O |160-175 O-f| a |O-f|0O-f|16'384
Automation
0| bj|of| 0 |176-191 Of| b |O-f]|O-f
0| ¢ |Of| O |192-207 Of| ¢ |0O-f|O-f
0|d|Of| O |208-223 Of|d |Of|Of| 16x
Others =0 e [0 0 | 224-230| ®* 0-f| e |0-f|0-f|16'384
0| f |of| O |240-255 of| f |O-f]|O-f
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/56 Subnet Structure

Dual IPv4 IPv6 Range

IPv4
Allocation [ A B Nb A B octet Nb
0 |Of 0 |0f| 0-15
bmz 1 |o0f 32 1 0f| 16-31 32
Internal 2 | Of 32 2 |0f| 32-47 32
Servers 3 |0f 3 |0f| 48-63
4 | o-f 4 |0f| 64-79
5 |0f 5 |0f| 80-95
Default LAN 6 lof 64 6 Tofl 96-111 64
7 |0f 7 |0f|112-127
8 |0f 8 |0-f| 128-143
Internet of | 9 | O-f 9 |0-f| 144-159
Things a |0of 64 a |0f| 160-175 64
b | 0f b |0f|176-191
c | O-f ¢ |0-f|192-207
Reserved & | d | O-f d |0-f| 208-223
Others e |0Of 64 e |0-f|224-239 64
f|of f |0-f| 240- 255
256 256
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I Dual IPv6 - IPvé Range

/44 Subnet Structure

IPv6 Only Range

IPv6 IPva IPv6

Allocation | A B C D E| Nb | |A B C D E]octetB-CoctetD- Nb | |A B C D E| Nb
0-f| 0 [o-f|of|of 0] o |of[oflof]l 0-15 | 0255 0-f| 0 [o-f|of|of

DMZ 2M7 2713 2721
0-f| 1 [0-f|o-f|o-f 0| 1]|ofloflof| 16-31 | 0-256 0-f| 1 |[0-f|o-f|of

Intemal |0-f| 2 [0-flofloff . || 0]2][ofloflof] 32-47 | 025 | ., | [0f] 2 |o-flofloff .
Servers |0-f| 3 |of|of|of 0] 3 |of[oflof] 48-63 | 0-256 0-f| 3 [o-f|lof|of
0-f| 4 |0-f|0-f|O-f 0| 4 |of|of|0f] 64-79 | 0-256 0-f| 4 |o-f|0f|Of

Default |0-f| 5 [o-flo-flof| [ |0]S5[oflo-flof] 80-95 | 0256 [ .. | |0f] 5 [0-floFloff
LAN  [of| 6 [0-f|0-f|Of 0| 6 |0-f[of|0f] 9%6-111]| 0-256 0-f| 6 |0-f|0-f|0f
0-f| 7 |0-f|0-f|O-f 0| 7 |of[of|o-f]l112-127) 0-256 0-f| 7 [0-f|o-f|of
o-f| 8 [o-f|of|of 0| 8 |of|of|of|128-143] 0-256 o-f| 8 [o-f|of|of
Internet of | 0-f| 9 |0-f|0-f| O-f 0| 9 |of|of|of|144-159] 0-256 0-f| 9 [o-f|of|of

) 218 2114 2122
Things |0-f| a [0-f|0-f|o-f 0| a [of|of|of]160-175] 0-256 0-f| a [o-f|of|of
0-f| b |0-f|0-f|0-f 0| b |o-f[of|o-f]176-191] 0-256 0-f| b [0-f|O-f|0-f
0-f| ¢ |0f|0-f|oOFf 0| c |of|of|0-f]192-207] 0-256 0-f| ¢ [o-f|of|of

Reserved&|0-f| d |of|oflof| .|| 0]d]ofloflofloo8-223] 0256 | . .| [0f] d ofloflof|
Others |0-f| e |O-f|0-f|Of 0 | e |0-f[0f|0-f|224-239| 0-256 0-f| e |0-f|O-f|Of
0-f| f|0-f|0-f|o-Ff 0| f|o-f|of|0-f]240-255 0-256 0-f| f [0-f|o-f|0f

2120 216 2124
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/40 Subnet Structure

IPv6 IPv4 IPv6

Allocation | A B C D E F |octetC-D octetE-F| Nb A B C D E F Nb

omz 00 ofofloflof] 0-15 [ 0255 [ | [of[of[ o [of[oflof]
ool 1]of|of|of|] 16-31 | 0256 o-f|0-f| 1 [of|0f|0f

Internal | 0 | 0 | 2 [o-f[of[of| 32-47 | 0256 | . . | |of|of] 2 [of|oflof| .
Servers | 0| 0 | 3 |O-f|Of|Of| 48-63 | 0-256 0-f|O-f| 3 |Of|OF|OF
ool 4] of|of|of| 64-79 | 0-256 o-f|o-f| 4 [of|o0f|0f
0|05 |of|of|of| 80-95 | 0256 0-f|O-f| 5 |Of|OF|OF

Default LAN =0 T o [0 [0f| 96-111 | 0256 | 2 ** | [of[of| 6 [of|0f|of| 2 22
0| o] 7 of|of|of|112-127] 0256 o-f|o-f| 7 |of|0f|0f
0| o] 8 |of|of|of|128-143] 0-256 o-f|o-f| 8 [of|0f|0f

ntemetof | 0 | 0| 9 [of|of|of|144-159] 0256 | . | [of[of|9 [of[ofof|
Things | 0| 0 | a |0-f|Of|0F|160-175| 0256 0-f|O-f| a |Of|OF|OF
oo/ b of|of|of|176-191] 0-256 0-f|0-f| b |0F|0F|0OF
0| 0] c |of|of|of|192-207] 0-256 0-f|O-f| ¢ |Of|OF|OF

Reserved & | 0 | 0 | d [of|of|0|208-223] 0256 | . . | [of[of[d [of[of[of]
Others | 0| 0 | e |O-f|O-f | 0f|224-239| 0-256 0-f|O-f| e |Of|OF|OF
o| ol f|of|of|of|240-255 0-256 0-f|0-f| f |oF|0F|0F

2716 2024
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/36 Subnet Structure

Address Range Dual IPv6- IPv4 Pure IPv6

IPv6 IPv6 IPv4 IPv6

Allocation|] A B C D E F G| Nb A B C D E F G |octetC-DoctetE-F| Nb A B €C D E F G Nb

DMZ O-f|O-f| O |Of|OF|OFf| OF 9725 0| 0| 0|Of|Of|lOf| O] 0-15 0-255 )n13 O-f{O-f| O |Of|OF|Of|OF 2825
O-f|O-f| 1 |O-f|O-F| O OF 0| 0|1|0flOf|Of| O] 16-31 | O-2% O-f|O-f| 1 |O-f|O-f|O-f| Of

Intemal |O-f|Of| 2 |Of|Of|Of|Of 2495 0[0|2|0f|lOf|lOf| O 32-47 | 0-2% 13 O-f|Of| 2 |Of|Of|OF|Of 285
Servers |O-f|0O-f| 3 |O-f|O-f|Of|OF 0| 0| 3|0flOf|Of| O] 48-63 | 0-2% O-f|O-f| 3 |Of|O-f|O-f| Of
O-f|O-f| 4 |Of|OF|OF| OF 0| 0|4 |0flOof|lOf| 0] 64- | 0-2% O-f{O-f| 4 |Of|OF|Of|OF

Default |O-f|O-f| 5 |O-f|0f|Of|Of 2826 0| 0| 5|0flOf|Of| O] 80-95 | O-2% 2A14 O-f|O-f| 5 |0O-f|O-f|O-f| Of 2096
LAN O-f|O-f| 6 |Of|OF|OF| OF 0| 0| 6|0fOf|lOf| 0]96-111| 0-2% O-f[O-f| 6 |Of|OF|Of|OF
O-f|O-f| 7 |O-f|O-F| OF| OF 0| 0|7 |0f|Of|0Of] 0]112-127| 0-25% O-f|O-f| 7 |O-f|O-f|O-f| Of
O-f|O-f| 8 |Of|OF|Of| OF 0| 0| 8 |0f|Of|Of| 0]128-143| 0-2% O-f{O-f| 8 |Of|Of|Of|Of

Intemet of | O-f|O-f| 9 |O-f|O-f| O-f| OF 2826 0| 0| 9|0f|Of|Of] 0]144-159] 0O-2% 2A14 O-f|O-f| 9 |O-f|O-f|O-f| Of 2096
Things |O-f|0-f| a |O-f|Of| OF|Of 0| 0| a|Of|Of|Of] O[160-175] 0-25% O-f|O-f| a |O-f|OF|OF|Of
O-f|O-f| b |O-f|O-f| O-f| OF 0| 0| b|OflOf|Of] 0]176-191| O-25% O-f|0-f| b |O-f|O-f|O-f| Of
O-f|O-f| ¢ |Of|OF|OF| OF 0| 0| c|Of|Of|Of] 0]192-207| O-2% O-f|O-f| ¢ |Of|OF|Of|OF

Reserved &| 0-f|O-f| d |O-f|O-f| O-f| Of 2726 0|0|d]|Oof|Of|Of] O[208-23] 0-2% a1 O-f|O-f| d |O-f|O-f|O-f|OF 286
Others |O-f|0-f| e |Of|Of|Of|Of 0| 0| e |OfOf|Of] 0]224-239] 0-2% O-f[O-f| e |Of|OF|Of| OF
O-f|O-f| f |O-f|O-F|Of| OF 0| 0| f |Of|Of|Of] 0]240-255] O-25% O-f|O-f| f |O-f|O-f|O-f|Of

2128 2716 2728
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Invitation to RIPE-NCC for

1. Sending comments to enrich and fine tune the
reference model

2. Supporting its adoption and dissemination



THANK YOU |
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Dr Sébastien Ziegler
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Sébastien Ziegler



