Dude, where’'s my DNS?
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DNS Is evolving

DO 1. DNS-0
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- DOT REC7858 standard May 20


https://tools.ietf.org/html/rfc7858
https://datatracker.ietf.org/doc/draft-ietf-doh-dns-over-https/
https://tools.ietf.org/html/rfc7858
https://datatracker.ietf.org/doc/draft-ietf-doh-dns-over-https/

Implementation

* getdns library

e Stubby (smart proxy

* Unbound/Knot resolver (fwd
* Android system config (dev

 Unbound, Knot Resolver,
dnsdist, CoreDNS, Tenta
* BIND on the way



https://github.com/systemd/systemd/pull/8849

Recursive Resolver
Deployment

* 19 test servers e Quad9 (9.9.9.9



https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Test+Servers
https://dns.google.com/experimental
https://cloudflare-dns.com/dns-query
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System or App?

}
| AM GOING TO DO MY OWN DNS
1AM GOING TO DO MY.0V
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 Always been technically possible for apps to do their
own DNS, has just been the exception and not encrypted.

e getdns was designed as a modern, async DNS API with
applications in mind (but also as a system wide component)

 DOH use case “allowing web applications to access DNS
information via existing browser APIs”

e Fully expect all browsers to offer DOH soon as browser
wide option (will it ever be the default?)

* Proposals about discovery of DOH server for a domain...
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* |In a‘cloud’ based world, most queries go through
the browser

* Other apps likely to follow and system component
will use DOT/DOH
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 Multiple config points (transport, authentication
 |Importantly DNSSECx

 Multiple recursive resolvers
» Scatter queries/reduce leakage \/
 What if some fail, get blocking or attacked ?
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DINS no longer
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