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Internet policy development 
reference frameworks

non-enforceable policy
concepts

enforceable norms recognized
within international law 

(of peace)
global public goods x

global commons
(Ostrom’s „common pool resource”;

„imperfect public good”)

x

international spaces
and shared resources x

critical infrastructure
protection x



Other referenced
areas of international 
law

• law of the sea 
• air law
• space law
• diplomatic and consular law
• international human rights law
• international telecommunication law
• environmental law
• law on international liability 
• law of treaties 
• international trade law
• antiterrorist laws and policies 
• international sports law and policies 
• Global Administrative Law (GAL)

Areas of international 
law that can be 
used for reference 
with regard to 
protecting the core 
of the Internet 
include: 



shared principles 

Overarching international law principles relevant 
to all those specified regimes: 

1) sovereignty 
2) jurisdiction 
3) state responsibility
4) due diligence. 

Recommendation: enhance further debate on protecting 
Internet Public Policy on the appriopriate appliaction of 

those principles 



venues for further debate 

organization/ characteristics ICANN ITU IGF ISOC IETF NATO NetMundial

multistakeholder X X X
bottom-up model of governance X X X X X

standard setting X X X
operates based on contractual 

compliance X
governmental X X

sets internationally enforceable
obligations for states X X



Recommendations 
(need for enhanced cooperation)

• Uniform, universal standards of protection for all networks 
and services recognized as fundamental to the global 
networks’ stable and reliable operation are to be identified 
through 1) international cooperation, 2) exchange of good 
practices and 3) benchmarking. 

• States must facilitate the creation and support the 
maintenance of international forum/fora for IG and 
cybersecurity practice and experience exchange, either 
within existing specialized organizations (dealing with e.g. 
energy supply or air transportation) or within a separate, 
Internet-focused venue. 



Recommendations 
(treaties and contractual compliance)

The multistakeholder model of Internet governance necessitates the 
transposition of international norms on Internet governance onto national 
laws, regulations and sanctions for any protection of this global asset to be 
effective. 

It is possible that the Internet’s multistakeholder model with its unique 
distribution of power and authority will help to better enforce private 
obligations among various actors. The international community may 
consider one of the two following scenarios:

1) traditional international law making through a treaty (e.g. an Internet 
framework convention) effective against all signatories, necessitating its 
transposition onto national laws;

2) a novel approach to international lawmaking, inclusive of non-state 
actors, in particular open to ICANN and RIRs, who could use the 
conventional framework as a point of departure for their contractual 
compliance mechanisms.



Recommendations (norm building)
Contemporary international landscape lacks one venue where 

pertaining issues of protecting Internet’s key resources can be 
discussed. 

It is therefore to be recommended for the existing venues to 
continue their work, aiming to ensure a coherent approach 
to cybersecurity. 

As has been the case with the law of the sea or, more recently, 
environmental law, the principles shared among those 
dispersed initiatives may serve as a foundation for a 
comprehensive customary framework, later to be transposed 
onto an international, contractual compromise. 







2017 consensus report 

on „Internet’s public core”

While other elements might be considered as crucial for the 

network’s operation, as for late 2017 the consensus on critical 

Internet resources amounts to a short list and includes: 

1) Internet backbone networks, 

2) DNS servers, 

3) Internet Exchange Points (IXPs) and 

4) TLD related services (registries and registrars). 

While a progressive, open, catalogue of critical Internet resources is to be 

identified through dialogue and diplomacy, the international need for its 

legal and organizational protection is beyond doubt. 
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